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	Reason for change:
	LS in S3-230462 suggests to remove 

“NOTE 2:
How to enforce that the AF specific UE Identifier is different for different AFs is defined in TS 33.501 [29].”
in clause 5.20, because SA3 did not specify any AF specific UE Identifier. 
Simply removing the note would leave the issue of verifying that a certain AF is using only the AF specific UE identifiers that it is authorized to use.

Since the AF specific UE identifiers are exposed in the form of External Identifiers (i.e., "<Local Identifier>@<Domain Identifier>"), to solve this issue it is proposed to configure PCFs and NEFs of a PLMN with the mapping between the Domain Identifier and the AF ID and to enable the PCF/NEF to check if the Domain Identifier of the AF specific UE identifier injected by a certain Application Function are matching.

	
	

	Summary of change:
	Clause 5.20 is updated to:
· Remove the note as proposed by SA3 and replace it with a reference to TS 23.003;

· Clarify how a PCF/NEF can verify that a certain AF is using only the AF specific UE IDs it is authorized to use. 
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	The AF can misuse AF specific UE IDs to obtain UE related information (e.g., location) for which it is not authorized.
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>>>>BEGINNING OF CHANGES<<<<
5.20
External Exposure of Network Capability

The Network Exposure Function (NEF) supports external exposure of capabilities of network functions. External exposure can be categorized as Monitoring capability, Provisioning capability, Policy/Charging capability and Analytics reporting capability. The Monitoring capability is for monitoring of specific event for UE in 5G System and making such monitoring events information available for external exposure via the NEF. The Provisioning capability is for allowing external party to provision of information which can be used for the UE in 5G System. The Policy/Charging capability is for handling access and mobility management, QoS and charging policies for the UE based on the request from external party. The Analytics reporting capability is for allowing an external party to fetch or subscribe/unsubscribe to analytics information generated by 5G System (this is further defined in TS 23.288 [86]).

Monitoring capability is comprised of means that allow the identification of the 5G network function suitable for configuring the specific monitoring events, detect the monitoring event, and report the monitoring event to the authorised external party. Monitoring capability can be used for exposing UE's mobility management context such as UE location, reachability, roaming status, and loss of connectivity. AMF stores URRP-AMF information in the MM context to determine the NFs that are authorised to receive direct notifications from the AMF. UDM stores URRP-AMF information locally to determine authorised monitoring requests when forwarding indirect notifications.

Provisioning capability allows an external party to provision the Expected UE Behaviour or the 5G-VN group information or ECS Address Configuration Information or service specific information to 5G NF via the NEF. The provisioning comprises of the authorisation of the provisioning external third party, receiving the provisioned external information via the NEF, storing the information, and distributing that information among those NFs that use it. The externally provisioned data can be consumed by different NFs, depending on the data. In the case of provisioning the Expected UE Behaviour, the externally provisioned information which is defined as the Expected UE Behaviour parameters in clause 4.15.6.3 of TS 23.502 [3] or Network Control parameter in clause 4.15.6.3a of TS 23.502 [3] consists of information on expected UE movement, Expected UE Behaviour parameters or expected Network Configuration parameter. The provisioned Expected UE Behaviour parameters may be used for the setting of mobility management or session management parameters of the UE. In the case of provisioning the 5G-VN group information the externally provisioned information is defined as the 5G-VN group parameters in clause 4.15.6.7 of TS 23.502 [3] and it consists of some information on the 5G-VN group. In the case of provisioning ECS address, the externally provisioned information is defined as the ECS Address Configuration Information in clause 4.15.6.3d of TS 23.502 [3]. The affected NFs are informed via the subscriber data update as specified in clause 4.15.6.2 of TS 23.502 [3]. The externally provisioned information which is defined as the Service Parameters in clause 4.15.6.7 of TS 23.502 [3] consists of service specific information used for supporting the specific service in 5G system. The provisioned Service Parameters may be delivered to the UEs. The affected NFs are informed of the data update.

Policy/Charging capability is comprised of means that allow the request for session and charging policy, enforce QoS policy, apply accounting functionality and requests to influence access and mobility management policies. It can be used for specific QoS/priority handling for the session of the UE, and for setting applicable charging party or charging rate.

Analytics reporting capability is comprised of means that allow discovery of type of analytics that can be consumed by external party, the request for consumption of analytics information generated by NWDAF.

An NEF may support CAPIF functions for external exposure as specified in clause 6.2.5.1.

An NEF may support exposure of NWDAF analytics as specified in TS 23.288 [86].

The NEF may support exposure of 5GS and/or UE availability and capabilities for time synchronization service as specified in clause 5.27.1.8.

An NEF may support exposure of event based notifications and reports for NSACF as specified in clause 5.15.11.

An AF may only be able to identify the target UE of an AF request for external exposure of 5GC capabilities (e.g. Data Provisioning or for Event Exposure for a specific UE) by providing the UE's address information. In this case the NEF first needs to retrieve the Permanent identifier of the UE before trying to fulfil the AF request. The NEF may determine the Permanent identifier of the UE, as described in clause 4.15.3.2.13 of TS 23.502 [3], based on:

-
the address of the UE as provided by the AF; this may be an IP address or a MAC address;

-
the corresponding DNN and/or S-NSSAI information: this may have been provided by the AF or determined by the NEF based on the requesting AF; this is needed if the UE address is an IP address.

The NEF may provide an AF specific UE Identifier to the AF:

-
that has explicitly requested a translation from the address of the UE to a unique UE identifier (via Nnef_UEId service); or

-
that has implicitly requested a translation from the address of the UE to a AF specific UE Identifier by requesting external exposure about an individual UE identified by its address.

The AF may have its own means to maintain the AF specific UE Identifier through, e.g. an AF session. After the retrieval of an AF specific UE Identifier the AF shall not keep maintaining a mapping between this identifier and the UE IP address as this mapping may change.

The AF specific UE Identifier shall not correspond to a MSISDN; it is represented as a GPSI in the form of an External Identifier. When used as an AF specific UE identifier, the External Identifier provided by the 5GCN shall be different for different AF.

NOTE 1:
This is to protect user privacy.

NOTE 2:
The AF specific UE identifier is ensured to be unique across different AF by the MNO configuration as defined in 3GPP TS 23.003 [19]. .
NOTE 3:
To verify that a certain AF is using only the authorized AF specific UE IDs, the MNO configures each PCF/NEF with the mapping between Domain Identifiers (see 3GPP TS 23.003 [19]) and AF Identifiers; the PCF/NEF can then check if the Domain Identifier of an AF specific UE ID provided by a certain AF in matches the AF Identifier of that AF. 

>>>>END OF CHANGES<<<<
